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Abstract—Several recent Internet measurement studies show packet size experiences significantly more reordered packets
that the higher the packet sending rate, the higher the packet when its sending rate is higher than 600Mbps. Since high-
reordering probability. This implies that recently proposed high- speed TCP variants achieve much higher throughput than

speed TCP variants are more likely to experience packet reorder- S O .
ing than regular TCP in high-speed networks, since they are regular TCP in high-speed networks, it isghly likely that

designed to achieve much higher throughput than regular TCP they will experience more packet reordering than a regular
in these networks. In this paper, we study the characteristics of TCP in these networks.

packet reordering in high-speed networks, and its impact on high-  While there is some debate [4] about whether packet re-
speed TCP variants. In addition, we evaluate the effectiveness qaring s a pathological behavior of the Internet, and whether
of the existing reordering-tolerant TCP enhancements. Our _ . . L .
simulation results demonstrate that high-speed TCP variants this issue should be a_ldd.ressed by d?S'gn'ng a reorder'r_"g'
perform poorly in the presence of packet reordering, and free network or by designing a reordering-tolerant TCP, this
existing reordering-tolerant algorithms can significantly improve  paper focuses on characterizing packet reordering phenomenon
the performance of high-speed TCP variants. in high-speed networks, and its impact on recently proposed
high-speed TCP variants. In addition we evaluate the effective-
ness of the existing reordering-tolerant TCP enhancements.

In the past few years a number of high-speed TCP variants;The rest of this paper is organized as follows: Section Il
such as HSTCP [8], STCP [13], BIC [22], and FAST [12], haveriefly reviews the cause of packet reordering and its negative
been proposed to address the under-utilization problem of T@Rpact on TCP. Section Il describes a new packet-reordering
in high-speed and long-distance networks. These high-spemgherator used in our simulation. Section IV presents the
TCP variants modify the congestion avoidance algorithms [2haracteristics of packet reordering in high-speed networks.
of TCP to be more aggressive in high-speed networks, but thégction V discusses the simulation results of high-speed
still use the same fast retransmit and fast recovery algorithME€P variants in networks with packet reordering. Section VI
[2] as TCP, which enables TCP to detect and recover frodiscusses the effectiveness of the existing reordering-tolerant
packet loss earlier than the timeout period. However, it is weliCP enhancement. Finally, section VII provides a conclusion.
known [5], [18], [23] that the fast retransmit and fast recovery
algorithms of TCP may misinterpret packet reordering as ll. BACKGROUND OF PACKET REORDERING
packet loss, and therefore TCP performs poorly in networksPacket reordering [15], [26] is a phenomenon in which
with severe packet reordering. Consequently, high-speed T@d&tkets with higher sequence numbers are received earlier than
variants using the same fast retransmit and fast recovénpse with smaller sequence numbers. For example, a TCP
algorithms may not achieve the expected high throughpsgnder sequentially sends four packd®s; P, P; and Pj.
when packet reordering occurs. They may arrive at the TCP receiver in the following order:

Internet measurement results [7], [10] show that a smal, P;, P, and P;, where P, is reordered.
percentage of TCP traffic experiences packet reordering, andPacket reordering can be caused by networks due to the
only very few reordered packets actually trigger TCP fast résllowing two major reasons [4], [19], [23]First, due to
transmit and fast recovery. This explains why TCP can achielal parallelism within a packet router, which is a promis-

a satisfactory performance in most cases. However, severg) approach to build a high-speed and inexpensive packet
recent studies [9], [3], [20] demonstrate a strong correlatignuter. Second due to load balancing among multiple links.
between inter-packet spacing and packet reordering. Basicallyltiple links with slightly different link delays may introduce
smaller inter-packet spacing may increase the probability sifjnificant packet reordering.

packet reordering. This result implies that for the same packefTCP [5] attempts to distinguish packet reordering from
size, the higher the packet sending rate, the greater thgacket loss by using the number of dupACKs (duplicate
packet reordering probabilityFor example, a recent DARPA acknowledgements). An ACK is generated by a TCP receiver
SuperNet experiment [9] shows that a flow with a 1500-byte inform the TCP sender the next sequence number that it is
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expecting to receive. Let us consider the above example: four
packets arrive at a TCP receiver in the following ordEr;

P5, P, and P,. When P; arrives, the receiver sends an ACK
to ask the next packet which 13,, but thenP;s arrives, which

. . . . . . TCP Sender TCP Receivet
indicates thatP, is missing. Therefore, the receiver sends an ' . _ _
ACK for P, again (This ACK is a dupACK). In this example, Fig. 1. Original packet sequence without reordering
the reordered packet, causes only one dupACK. reordering block size= 1

RFC 2581 [2] suggests that a TCP sender should consider
three or more dupACKs as an indication that a packet has
been lost, based on the assumption that a reordered packet reordering delay time = 4 packets
can trigger only one or two dupACKs. However, if a reordered TGP Sender TP Recave
packet causes three or more dupACKs, TCP misinterpretssi§f, 2.  New packet sequence after packet 2 is reordered with reordering
as a lost packet. Consequently, TCP unnecessarily calls festk size = 1 and reordering delay time = 4 packets
retransmit (referred to dalse fast retransmif23]) to retrans- reordering block size =2
mit the packet that seems to be lost, and unnecessarily calls
fast recovery to reduce the TCP sending rate. Therefore, TCP
performs poorly in networks with severe packet reordering. reordering delay time = 4 packets

TCP Sender TCP Receiver

IlIl. PACKET REORDERINGMODELS
i i i gg 3. New packet sequence after packet 2 and 3 are reordered with
In this section, we present a new packet-reordering modglrdering block size = 2 and reordering delay time = 4 packets

which can be used to generate relatively realistic packet
reordering patterns, and more importantly, with which we can
study the impact of a specific property of packet reordering

on TCP performance. o Reordering intervalthe time interval between two con-

A. Limitations of Current Packet-Reordering Models secutive packet-reordering events.

Reordering delay timethe time interval from the first
reordered packet in a reordering event to the earliest
forwarded packet with a higher sequence number.
Reordering block sizethe number of packets being
reordered as an entity.

Several methods have been proposed to simulate packe't
reordering in previous studies. The models can be classified
into two categories and both categories have their own lim-
itations. One class of models reorders only one packet each
time by swapping two packets in a router queue [5], or by
using hiccup module [17]. However in practice, a block of A packet-reordering generator works as a special router with
packets instead of one packet may be reordered at the s&fie input and one output port, and it forwards all incoming
time. The other class of models generates multiple reordef@ckets to the outgoing port. To introduce packet reordering,
packets each time by extending the NS-2 error model to def@yeordering block sizenumber of packets are delayed for
a Configurab|e percentage of packets [23], or by Changiﬁgreordering delay tim%very reordering intervaJ which is
the link delay periodically [14]. Although these models cafalled areordering event All other packets are forwarded
generate more realistic reordered traffic, it is hard to isolaf@mediately without any delay. All three parameters could be
the impact of a specific property of packet reordering on TORndom variables following certain distributions.
performance from that of other properties. IETF is currently In this paper, we measure a reordering delay time in two
developing metrics [16], [11] to capture the occurrences adéfferent units. Let () denote the time that packé} departs
characteristics of packet reordering in the Internet. Howevdigm a generator. Suppose thap is the first reordered packet
these metrics are more appropriate for describing packeta reordering event, ang, is the earliest packet departing
reordering experienced by a flow instead of generating packetm the generator among all packets with a higher sequence

reordering. number (i.e.t(P,) < ¢(P,) and y> X). First, the reordering
. delay time is measured as time intervéP,)—t(P,). Second
B. Proposed Packet-Reordering Models it is measured as the number of packets forwarded between

Considering the limitations of current packet-reorderint(P,) andt(P,). Note that we can determine one of these two
models, we propose a new packet-reordering generator tialues from another one, if the packet sending rate is known
is implemented by extending the error model in NS-2 [1pnd assuming the same inter-arrival time for all packets. Both
The proposed packet-reordering generator models packet ugits (i.e., seconds and packets) are used in this paper based
ordering phenomenon with three parameters, and it enablesoaoswhich one is more convenient.
to study the impact of each of the three parameters on theFigures 1 to 3 illustrate how our packet-reordering generator

performance of high-speed TCP variants. works. Consider that eight packets are sent from a TCP sender
Our packet-reordering generator can be described by tieea TCP receiver in the order shown in Figure 1, and they
following three parameters: arrive at a reordering generator back-to-back in that order.
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Fig. 4. The higher the packet sending rate, the shorter the average reordefiigg 6. Both average and maximum reordering delay times slightly increase
interval; that is, the more the reordering events as the packet sending rate increases.
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Fig. 5. The cumulative distribution function (CDF) of the reordering intervals_ ) ) )

in an experiment with a 900 Mbps rate Fig. 7. Even though the average reordering block size remains almost same
for all sending rates, the maximum reordering block size increases as the rate
increases.

Assume that packeP, is the first one to be reordered at the
beginning of a reordering interval. If the reordering block size
is one packet, and the reordering de|ay time is four packewpwn in Figure 5 indicates that the maximum and minimum
then packet?, is delayed until packet®; to P; depart from reordering intervals experienced by the same flow may differ
the generator. In this case, eight packets arrive at the T@pmore than 100 times. This suggests that previous simulation
receiver in the order shown in Figure 2. Now, we considerrgsults obtained with a fixed reordering interval may not reflect
case where the reordering block size is two packets. In tff#¢ actual performance of TCP in the presence of packet
case, both packet®, and P; are delayed, and eight packetgeordering.
arrive at the TCP receiver in the order shown in Figure 3.  Figure 6 shows the average and maximum reordering delay
times measured by first calculating the average and maximum
IV. CHARACTERISTICS OFPACKET-REORDERING IN reordering delay times of each experiment, and then calculat-
HIGH-SPEEDNETWORKS ing the average among all experiments with the same sending
Now, we study the characteristics of packet-reordering ldte. We note that even through the results are obtained by
high-speed networks by using the new model. The reasonadi@lyzing all experiment results conducted in [9], the plots are
values for three parameters are found by analyzing the expépeven due to the limited number of experiments. However,
imental results conducted by Ghaetial. [9] in 2004. we can still see the pattern that both average and maximum
Gharaiet al. [9] measured the occurrence of packet reordeieordering delay times slightly increase as the packet sending
ing by transmitting UDP flows with various packet sizes fofate increases. For example, the average reordering delay time
one minute at a rate ranging from 1Mbps to 900Mbps amofi 100Mbps is only 1 packet, whereas that at 900Mbps is more
Washington DC, Pittsburgh, and Los Angeles over DARPRIan 2 packets. In addition, in most cases, the average reorder-
SuperNet. We analyze all their experiments, and obsenid delay time is less than 3 packets. That is, a significant
similar results for experiments with different packet size§umber of reordering events lead to less than three dupACKs,
Limited by space, below we discuss and show our ﬁndin@@d then do not trigger false fast retransmit. However, a high-
only for experiments with a packet size of 1500 bytes. speed flow is more likely to experience reordering events
Figure 4 shows the reordering interval that is averaged owfth @ reordering delay time long enough to trigger false fast
all reordering intervals in all experiments with a 1500-bytEetransmit.
packet size. It clearly shows that the higher the packet sendindg-igure 7 shows the average and maximum reordering block
rate, the shorter the reordering interval; that is the mosizes. We note that the average reordering block size is
the reordering events. For example, the average reorderietatively insensitive to the packet sending rate, and it is always
intervals at 100Mbps is about 10 seconds, whereas thatvaty close to 1. That is, in most reordering events, only one
900Mbps is only about 0.02 seconds. This is consistent witlacket is reordered, even for a flow with a high sending rate.
the observations in [9]. We also observe that even in thie also clearly see that the maximum reordering block size
same experiment, the reordering interval is not a constainicreases as the rate increases. This implies that it is more
For example, the cumulative distribution function (CDF) ofikely for a larger number of packets to be reordered as an
the reordering intervals in an experiment with a 900Mbps ragatity for a flow with a higher sending rate.
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reorder generator

the reordering interval is small enough so that a flow may
experience more than one reordering event within one RTT, it
cannot efficiently recover from false fast retransmit and fast
recovery. Third, HSTCP suffers more than BIC from packet
reordering. For example, with a 0.5-second reordering interval,
BIC can achieve as high as 400Mbps throughput, however,
Fig. 8. Simulation Network topology HSTCP can achieve only 10Mbps throughput. Intuitively, this
is because BIC is more aggressive than HSTCP in high-speed
networks.
Figure 10 evaluates the impact of reordering delay times.
We vary the average reordering delay time from 0 to 100
The impact of each of the three reordering parameters pa, and set the other two parameters to the values given in
the performance of high-speed TCP variants is studied \iction V-A.First, we note that both BIC and HSTCP achieve
simulation. We only show the simulation results for BIC [22}ery high throughputs, when there is no packet reordering.
and HSTCP [8] in this section. Since all high-speed TCRowever, even a very small reordering delay time (such as 20
variants use the same TCP fast retransmit and fast recovesy can significantly degrade their throughput. This is because
algorithms, other high-speed TCP variants should achieve the average reordering interval is set to 0.02 seconds (that
similar performance degradation trends as BIC and HSTCRs the average reordering interval of all experiments with a
900Mbps rate conducted in [9]). As discussed in the last
paragraph, this interval is so small that a flow may experience
Figure 8 shows the NS-2 simulation setup. The reorderimgore than one reordering events within one RTT. With a
generator is introduced between high-speed TCP sefider small reordering delay time, even though one reordering event
and routerR;, so that only the TCP connection betwegn alone may not lead to false TCP fast retransmit, two or more
and D; experiences packet reordering. The bandwidth amatermixed reordering events are more likely trigger false TCP
one-way delay of the bottleneck link are set to 1000 Mbgast retransmit and fast recoveiyecondwe see that further
and 50 ms, respectively. Each source and sink are connedtexteasing the reordering delay time only slightly reduces the
to the bottleneck link through different access links with delaythroughput. Intuitively, once false TCP fast retransmit and fast
randomly varied from 0.1 ms to 0.9 ms to mitigate the phasecovery are triggered, a longer reordering delay time only
effect. To increase traffic dynamics and further reduce phasekes the flow stay in fast recovery slightly longer, which
effect, various kinds of background traffic are simulated idoes not change the throughput too much.
both directions. Figure 11 plots the throughputs of BIC and HSTCP for
The three parameters of the reordering generator are d#ferent reordering block sizes. As we can see from the figure,
according to our analysis in section 1V. Both the reorderiniie impact of the reordering block size is very similar to that of
interval and reordering delay time are random variables withe reordering delay time. Even a small reordering block size
a distribution approximately following their measured CDFésuch as one packet) can significantly degrade the throughput
respectively. Unless otherwise noted, the averages of WfeBIC and HSTCP. However, further increasing the reordering
reordering interval and reordering delay time are set to 0.0fck size only slightly reduces the throughput. The reason
seconds and 2Qs, respectively, which correspond to theiis that the TCP/SACK mechanism can recover quickly from
measured average values at 900Mbps. The reordering blockltiple lost packets or reordered packets in one congestion
size is set to a fixed value of 1 packet. window unless the succeeding partial ACKs are triggered.
We use TCPSACK as the agent for TCP connections The simulation results shown in this section demonstrate
(except for reordering tolerant algorithms that need specthht all three reordering parameters negatively affect the per-
TCP agents). TCRSACK is chosen for its higher performanceformance of high-speed TCP variants. When the reordering
compared with TCPReno and TCPNewReno, and the fact interval is very small as measured in DARPA SuperNet
that most of the reordering tolerant algorithms are based [, high-speed TCP variants suffer significantly from packet
TCP/SACK. reordering even with very small reordering delay times and
block sizes.

V. IMPACT OF PACKET REORDERING ON THE
PERFORMANCE OFHIGH-SPEEDTCP VARIANTS

A. Simulation Setup

B. Simulation Results
VI. EFFECT OFEXISTING REORDERING TOLERANT

Figure 9 shows the impact of reordering intervals on the per- ENHANCEMENTS OFTCP

formance of BIC and HSTCP. We vary the average reordering
interval from 0.01 seconds to 0.5 seconds, and set the other fivoEvaluation of Existing Reordering-Tolerant TCP Enhance-
parameters to the values given in Section V-A. We make tRENtS

following three observations. First, as we expected, a smallern this section, we evaluate the effectiveness of current
reordering interval does lead to lower throughput. Secongkordering-tolerant algorithms in high-speed networks. We
the throughput of BIC drops sharply when the reorderirgimulate TCP-NCR [24], AVG-DEV [14], and TCP-RR [23],
interval is less than 0.02 seconds. This is because whehich are three recently proposed algorithms to make TCP
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Fig. 9. The shorter the reordering interval, the lower the throughput of highkig. 12. Existing reordering-tolerant algorithms can significantly improve the
speed TCP variants. BIC achieves better performance than HSTCP, but #titbughput of BIC. However, BIC still suffers from packet reordering with
suffers from very small reordering intervals. small reordering intervals
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degrade the throughput of BIC and HSTCP. However, further increasing ttie throughput of BIC. BIC can achieve very high throughput even with long
reordering delay time only slightly reduces the throughput.
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Fig. 11. Even a small reordering block size (such as 1 packet) c&ig. 14. EXxisting reordering-tolerant algorithms can significantly improve the
significantly degrade the throughput of BIC and HSTCP. However, furthémroughput of BIC. However, BIC still suffers from packet reordering with
increasing the reordering block size only slightly reduces the throughput. large reordering block sizes

. . . TCP-RR achieves a rate greater than 100Mbps in all cases.
more robust to packet reordering. They use slightly d|1:feregtecondTCP-NCR consistently performs better than the other
methods to prevent false TCP fast retransmit and fast recovery.” orithms: AVG-DEV and TCP-RR. This is expected
and their simulation results show that they work better thariwnce gCP—NCI.? has the laraest threshki e the nu?nber '
olther s_imilar r.eordering-tolerant algorithms in their studie§f dupACKs to trigger TCP fagst reﬁransmit.a.r;d recovery) and
simulation enwro.nment.s.. . ) the virtual layer.Third, even with TCP-NCR, BIC still suffers
We have obtained similar simulation results for both BlGom packet reordering, especially with small reordering in-
and HSTCP’ and t?elow we show the resuilts for BIC Or”Yervals and large reordering block sizes. For example, Figure
We simulate BIC with each of these reordering-tolerant alggy <jows that BIC with TCP-NCR achieves only 463Mbps

rithms, and evaluate their effectiveness as we vary each of {§¢, ,qhout with a reordering block size of 2 packets, whereas
three reordering parameters of our reordering generator. W

) ) i Qchieves 632Mbps throughput with a reordering block size
;iz tlhf same sets of simulation parameters as in Figures 9,49 packet. Intuitively, even though TCP-NCR can effectively

. . prevent most false TCP fast retransmit and recovery due to
Figures 12, 13 and 14 show the effectiveness of these thifgket reordering only, it cannot recover quickly from TCP

reordering-tolerant algorithms as we vary the reordering intgfst retransmit and recovery caused by packet loss and packet
val, reordering delay time, and reordering block size. We alggordering.

show the throughput of BIC without any reordering-tolerant .

algorithm (referred to as BIC-SACK in figures) as a referend® Related Reordering-Tolerant TCP Enhancements

case. We make the following three observatioRsst, all Most reordering-tolerant algorithms increase thgthresh
reordering-tolerant algorithms can significantly improve thigom the default value of 3 to a larger number to prevent
throughput of BIC in all simulation scenarios. For exampldalse TCP fast retransmit and recovery. Blanton and Allman
BIC-SACK achieves less than 10Mbps throughput in mof#] adjust dupthreshusing reordering history based on D-
cases, whereas BIC with any of TCP-NCR, AVG-DEV, an8ACK information [27]. TCP-RR [23] proposed by Zhang
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et al. uses D-SACK and a cost function of timeout and[3]
false fast retransmission to adjubtipthresh AVG-DEV [14]
developed by Ma and Leung adjushspthreshby considering 4]
both the average and the deviation of reordering history. TCP-
NCR [24] designed by Bhandarkat al. setsdupthreshto 5]
approximately the size of a congestion window. TCP-Aix [25]
recently proposed by Eks$in et al. adjustslupthreshand it  [6]
separates loss recovery from congestion control.

Some algorithms, such as TCP-PR [6] proposed by Blhacek
et al., use a time threshold based on RTT estimation to trigger]
TCP fast retransmit and recovery, instead of the number of
dupACKs. Some algorithms, such as RN-TCP [21] developeg;
by Sathiaseelan and Radzik, require additional information
from routers to distinguish packet reordering from packet®]
loss. A more comprehensive survey of reordering-tolerant
algorithms can be found in [26]. [10]

VII. CONCLUSION

In this paper, we presented a new packet-reordering gerliéH
ator which can be described by three parameters: reordering
interval, reordering delay time, and reordering block size. The
new reordering generator enables us to study the impact of
each of these three parameters on the performance of hig_lgl-
speed TCP variants. We also analyzed the experiment results
measured in DARPA SuperNet [9]. Our analysis result is
consistent with the findings in [9] that the average reorderi Jg4
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sending rate is more likely to experience more false TCP fd&fl
retransmit and recovery due to packet reordering. (18]

We also performed NS-2 simulation to study the perfor-
mance of high-speed TCP variants in the presence of packét
reordering. Our simulation results demonstrate that all three
reordering parameters negatively affect the performance [2d]
high-speed TCP variants. When the reordering interval is
very small as measured in DARPA SuperNet, high-speed TCR
variants suffer significantly from packet reordering even wit
very small reordering delay times and block sizes.

Finally, we evaluated the effectiveness of the existin%z]
reordering-tolerant TCP enhancements. Our simulation results
show that current reordering-tolerant algorithms can signiff3]
cantly improve the performance of high-speed TCP variants.
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